
2.6~ March 2026 

@nzme.co.nz 

Dear -

Headquarters 
New Zealand Defence Force 

Defence House 
Private Bag 39997 
Wellington Mail Centre 
Lower Hutt 5045 
New Zealand 

OIA-2025-5621 

Further to the email to you of 9 February 2026, this response provides a redacted copy of 
the Operations Lifecycle Enhancement Programme Closure Report, and addresses the 
outstanding parts of your request. 

The current NZDF policy, order, directive, or guidance governing retention, access, or 

repatriation of NZDF-generated information held on partner networks; 

When New Zealand Defence Force (NZDF) personnel create or maintain information on 
systems owned by partners, it is subject to international agreements. These agreements are 
specific to the activities being undertaken, are based on the need to exchange information, 
and do not necessarily confer right of access to the information. The NZDF wil l undertake 
best efforts to transfer information to its own systems, however may not always be able to 
do so. NZDF legal Services will carry out assessments and develop national pol icy caveats 
specific to the activity to ensure that New Zealand law is followed . The caveats are withheld 
pursuant to section 6(a) of the Officia l Information Act 1982 (OIA). 

The most recent document that records any plan, decision, or action taken to index, 
catalogue, or digWse the East Timor era operational files or other unindexed historical 
operational material (particularly the material recovered from the former Defence 

House and stored on pallets in a warehouse); 

No decision has yet been made to index, catalogue, or digitise the hardcopy files containing 
records of operations in East Timor. Similarly, no documented plans or actions relating to 
this part of your request exist, and it is therefore declined in accordance with section 18(e) 

of the OIA. 

The document(s) that record the loss of email-search capability since May 2024, 
including any incident report, briefings, or update to senior leaders; 
The document(s) that record the hybrid email system security-scan failure and any 
resulting uncertainty about the location of archived email; 
The most recent document that records NZDF's expected timeline or plan for restoring 

full email-search capability; 

The document that is most relevant to these parts of your request is a 30 June 2025 Dot­
Point Brief, and two of its enclosures, that are provided at enclosure 2. Enclosures 1 and 4 ot 
the Dot-Point Brief are withheld in full in accordance with section 6(a) of the OIA as they are 
descriptions of secure digital systems used by deployed personnel. Where indicated, 
information describing vulnerabilities or operational systems is withheld in accordance w ith 
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section 6{a) of the OIA; personal information is withheld in accordance with section 9{2)(a); 
information that would prejudice the NZDF's ability to carry on negotiations is withheld in 
accordance with section 9{2)(j); and, signatures are withheld in accordance with section 

9{2){k) to avoid the malicious or inappropriate use of staff information, such as phishing, 

scams or unsolicited advertising. 

Any NZDF-held document- including drafts, internal emails, advice, or updates­

relating to NZDF's response to the Chief Ombudsman's 2024 Operation Burnham case 

note, including preparation of a six-month progress update or any decision not to 

provide one. 

An email response was provided by the NZDF in response to the Ombudsman's request for a 
progress update. While technically not considered official information by definition of the 
OIA, the following excerpt is from that correspondence with the office of the Ombudsman is 

provided for your information: 

In respect of the applicable recommendation of the Expert Review Group, improving information 
management continues to be a priority for the NZDF. The Information Management Programme 
{IMP} Programme Business Case was approved by Cabinet in July 2023 and since then has 
continued to follow the appropriate process of developing a Detailed Business Case in order to 
return to Cabinet for funding. The Tranche 1 Detailed Business Case received Cabinet approval in 
December 2024 and the NZDF is now engaged with Treasury over the required budget uplift for 
Budget 2025. 

You have the right, under section 28{3) of the OIA, to ask an Ombudsman to review this 
response to your request. Information about how to make a complaint is available at 

www.ombudsman.parliament.nz or freephone 0800 802 602. 

Please note that responses to official information requests are proactively released where 
possible. This response to your request will be published shortly on the NZDF website, with 

your personal information removed. 

Yours sincerely 

GA Motley 

Brigadier 
Chief of Staff HQNZDF 

Enclosures: 

1. Operations Lifecycle Enhancement Programme closure report 

2. Dot-Point Brief 
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OPERATIONS LIFECYCLE ENHANCEMENT PROGRAMME {OLEP) 

Closure Report 

Approval of the Closure Report indicates an understanding of the purpose and content 
described in this deliverable. By signing this deliverable, each individual agrees that the 
information is accurate and complete. 
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CLOSURE REPORT PURPOSE 

1. The Closure Report is the final document produced by the Operations lifecycle 
Enhancement Programme (OLEP). It is intended to be used by the OLEP Steering 

Committee to confirm successful implementation of the Expert Review Group (ERG) 
recommendations across Defence agencies (NZDF and MoD) and recommend to CDF 
and SECDEF that the programme is formally closed. The key objectives of this report 
are to : 

a. provide assurance that the intent of the ERG recommendations has been 
delivered; 

b. verify user acceptance of the programme's products and outcomes; 

c. review programme performance against baselines; and 

d. close or establish the ongoing management of any risks. 

BACKGROUND 

The Government Inquiry into Operation Burnham and Related Matters 

2. In 2018 the Attorney General established the Government Inquiry into Operation 
Burnham and Related Matters (the Inquiry), with the main focus being the August 

2010 Operation Burnham in Afghanistan. The central matter of public importance the 
Inquiry was directed to examine was "the allegations of wrongdoing by NZDF forces in 
connection with Operation Burnham and related matters." 1 

3. The Inquiry was an exhaustive and complex process supported by a range of 
internationally and domestically based forensic, legal, and intelligence experts. In 

summary, the Inquiry found "the principal allegations in Hit & Run about the conduct 
of TF81 2 on Operations Burnham and Nova are not accurate" and "the operations were 
not conducted in the way alleged in Hit & Run."3 

4. However, the Inquiry report was critical of the NZDF's handling of the allegations of 
civilian casualties that were made following Operation Burnham. The Inquiry found 
"NZDF's continued repetition of incorrect statements, both publicly and to ministers, 
resulted from the combined impact of frequent changes in key staff, failures to keep 
proper records and provide written briefings, and inadequate information storage and 
retrieval processes."• 

5. The Chief of Defence Force, in responding after the release of the Inquiry report in 
2020 (ref A), publicly acknowledged and apologised for organisational and 
administrative failings that saw incorrect information provided to Ministers and the 

New Zealand public. 

1 In 2017 a book called Hit & Run was published that made a number of serious allegations against the New Zealand 
Defence Force about an operation conducted in August 2010 in Afghanistan. Operation Burnham was an operation by the 
New Zealand Special Air Service (NZSAS) and other nat ions' forces targeting insurgents in the Tirgiran Valley of Baghlan 
province. The book alleged that the NZSAS carried out war crimes, and that the NZDF mounted a cover-up of civilian 
casualties. 
2 TF81 (Task Force 81) comprised NZSAS personnel. 
3 Report of the Government Inquiry into Operation Burnham and Related Matters, Chap 1, p.22. 
4 Ibid p. 30. 

1 
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6. The Inquiry further considered a detention operation (Operation Yamaha) in which the 
NZSAS partnered with Afghan forces to detain an insurgent. The Inquiry found that the 
transfer and transportation of the captured insurgent in Kabul was improper, and 
there were insufficient measures in place to protect the captured insurgent against the 
risk of torture or mistreatment in detention with Afghan authorities. The Inquiry found 
that New Zealand breached its duty of non-refoufement and related obligations to 
prevent torture in relation to the captured insurgent. This f inding led to an Inquiry 
recommendation around the revision of detention policies and procedures. 

7. The Inquiry concluded in July 2020 and made four recommendations : 

a. Promulgation of a Defence Force Order setting out how allegations of civilian 
casualties shou ld be dealt with- Action NZDF. Completed 2021. (DFO 35 New 

Zealand Defence Force Response to Civilian Harm). 

b. The development and promulgation of effective detention policies and 
procedures - Action MFAT. Completed 2022 (New Zealand Policy Framework for 

the humane treatment of detainees in offshore deployments). 

c. Establishment of an office of the independent Inspector-General of Defence­
Action MoD/MoJ. (CDF Directive 35-2024 authorises NZDF support to the new 
office of the /GO. An interim /GO was appointed and commenced in role January 

2025). 

d. Appointment of an Expert Review Group and conduct of a review- Action 
NZDF/MoD. Completed 2021. 

The Expert Review Group 

8. The Inquiry recommended that the Minister of Defence establish an ERG to consider 
whether NZDF's "organisational structure and record keeping and retrieval processes" 
were in accordance with international best practice to avoid failures identified by the 
Inquiry re-occurring. The subsequent ERG Terms of Reference (ref B, appendix A) 
included a broader scope of matters the Minister considered important, including 
"organisational, systemic and cultural issues" and "whether the NZDF is fit for purpose 

to meet the strategic challenges it is facing and will face in coming years." 

9. ERG members were selected on the basis that they had wide ranging experience from 
the public service, defence, and security sectors, and were able to provide 
independent advice to the Minister. Appointed by Cabinet, members of the ERG 
included: 

a. lyn Provost CNZM (Chair). Former Deputy Police Commissioner and Auditor 
General. 

b. Simon Murdoch CNZM. Former DPMC and MFAT Chief Executive 

c. Tony lynch. Former Deputy Chief Executive, Security & Intelligence, DPMC. 

d. Richard Foy. Former NZ Chief Archivist, Department of Internal Affairs. 

e. Carol Douglass. Deputy Secretary, Government, People & Executive Services, 
MoD 

2 
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f. Brigadier Hugh McAslan. NZDF. Former Commander 1 (NZ) Brigade and former 
Chief Defence Intelligence. 

g. Air Marshal Philip Osborn (international military adviser). Retired Royal Air Force, 
former Chief of Defence Intelligence UK). 

h. Dennis Richardson (international civilian adviser). Australian former Secretary of 
Defence. 

10. The ERG reported publicly in November 2021 (ref B) and made nine recommendations 
(detailed at Annex A) across four dimensions: 

a. Strengthen integration between the NZDF and the MoD throughout the 
deployment lifecycle and at all levels of both organisations; 

b. Review the suitability of particular elements of Headquarters NZDF for the 
future; 

c. Integrate the NZSAS into the wider NZDF and national security sector, including 
through leadership development; and 

d. Improve the NZDF's information management systems and practices and the 
flow of defence knowledge to the Minister of Defence. 

11. Following initial high-level assessment by NZDF and MoD officials of the approach to 
implementation of the ERG recommendations, the Minister of Defence advised 
Cabinet that all recommendations wou ld require changes across Defence and take 
time to embed (ref C). Additionally, the Minister highlighted that some key changes 
could be delivered through programmes already underway or ready to commence, for 
example an Information Management Business Case that was ready for Cabinet to 
consider at the end of 2021. The Minister also noted that some recommendations 
would require new work, for example developing new integrated strategic and military 
policy functions to support complex operations. 

12. The Minister briefed Cabinet that they had accepted all the ERG Report 
recommendations, and on the indicative plan to implement the recommendations 
across an approximately three-year period (2022- 2024) including a mid-point 
progress report from Defence to the Minister by June 2023. 

REVIEW OF PROJECT OBJECTIVES AND MEASURES 

OLEP Overview and Process 

13. In early 2022, a jointly led NZDF-MoD (Defence) programme teams was established to 
ensure recommendation implementation was fully integrated across the Defence 
agencies. This acknowledged and was consistent with the ERG advice that the 
recommendations were mutually reinforcing. 

14. A Defence joint Steering Committee of five members was established to govern the 
implementation programme lAW ref D. VCDF and Deputy Secretary Policy & Pllanning 

5 The programme was initially called the 'ERG Implementation Programme', then renamed 'Operations Lifecycle 
Enhancement Programme' (OLEP) in 2023 to reflect the forward-looking focus on actions to build and mainstream good 
practice. 

3 
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(DEPSEC PP) were appointed as Co-Chairs (responsible for steering implementation on 
behalf of the Chief Executives), supported by an additional tier-two representative 
from each agency, and one external participant from the Public Service Commission as 

committee members. 

15. A programme blueprint (ref E) was created that set out the desired future state for 
Defence to deliver: 

a. Improved collaboration between NZDF operationa l personnel and MoD policy 
staff; 

b. Increased provision of timely and transparent information to decision makers; 
and 

c. Improved decision-making regarding NZDF operations. 

16. These benefits would contribute to the vision: '1or the New Zealand Government, the 
national security sector, Defence leaders and the New Zealand public to have high 
levels of trust and confidence in the information provided to them"; and "Defence will 
retain a strong licence to operate because there is appropriate democratic oversight of 
the military and transparency of military activities is both appropriate and 
trustworthy." 

17. The approach to implementation of the ERG recommendations was an integrated 
framework across systems, people, and information assurance, recognising the 
interdependence of changes required to deliver blueprint benefits. It was intended to 
take place in three phases: 

a. Phase 1: Building the frameworks and mechanisms to achieve the vision. 

b. Phase 2: Establishing the systems and information flows to ensure the 
frameworks and mechanisms work seamlessly together to realise the vision, and 

c. Phase 3: Testing the new frameworks, mechanisms and systems. The focal point 
for this phase was intended to be the NZDF-Ied Joint Readiness Exercise (JRE) in 
September 2024. 

18. All ERG recommendations have been substantially implemented and completed. 
Initiatives are now either embedded into existing processes and assessed as now 
mainstream 'Business as Usual,' or have achieved a maturation point where they are 
assessed as fully meeting the ERG intent. This aligns with the intended approach for 
Phases 1 and 2 above. 

19. Of note, the OLEP established two Memorandum of Arrangement {MoA) mechanisms 
between NZDF and MoD to support: (1) operationalisation of the Policy Advisor 
(POLAD) capability at ref F, and (2) implementation & application of the Defence 
Operations Lifecycle Framework (OLF) at ref G. Both these mechanisms highlight the 
benefits of enhanced integrated working practices between the agencies, and in the 
latter MoA, acknowledge the joint stewardship of the Defence OLF by VCDF and 
DEPSEC PP as part of their substantive roles. 

20. Phase 3 approach required reconsideration when it became apparent the JRE could 
not proceed under its planned format (single exercise activity in 2024) due to 

4 
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organisational constraints. It would instead be replaced by a series of exercise 
activities (KIWI COMMAND 25 (KC25)), conducted during 2025. Noting continued 
uncertainty in the eventual execution of the KC25 series, in August 2024 the OLEP 
Steering Committee agreed to a conditions-based approach to specific aspects of 
testing the frameworks, mechanisms and systems to satisfy intent of ERG 
Recommendation 9. 

21. A table detailing the ERG recommendations, the outcomes that have been achieved 
and evidence to support this assessment is attached at Annex B. 

Desired Outcomes and Benefits 

22 . The vision and intervention approach was initially set in 2022 via the Blueprint on a 
Page (ref E) developed with the OLEP Steering Committee. An Intervention Logic Map 
(Annex C) further illustrates the pathway to benefit realisation by linking the flow from 
Problem Definition> Output Delivered >Outcome Desired >Benefit Realised. 

23. The desired outcomes identified by the OLEP as central to on-going successful 
integrated working practices of the Defence agencies are: 

a. cohesive management and policy integration; 

b. clarity in roles, responsibilities and accountabilities; 

c. organisational culture and behaviour generates consistent col laboration, trust 
and transparency; 

d. understanding of operations lifecycle requirements, and 

e. adherence to processes and protocols. 

24. Through a process of observation and evaluation over time, the programme team 
assess the desired outcomes have been achieved and, through a structured process of 
continuous improvement and on-going scheduled assessment, will support enduring 
Benefit Realisation. 

Time -Scope and Schedule 

25. As previously mentioned, Cabinet was advised (at ref C) that it would take several 
years to implement and successfully embed all ERG recommendations across Defence, 
and this timeframe was indicated as Calendar Year (CY) 2022-2024. Once the OLEP 
Team was established in early 2022 and able to consider the scope and scale of work 
required, indicative planning timelines confirmed substant ive completion of work was 
forecast by the end of 2024, with final administrative work and programme close-out 
occurring in early 2025. The Information Management Programme was highlighted as 
a dependency throughout, influenced by but outside control of core OLEP delivery. 

26. The OLEP Schedule of Work occurred along the following lines: 

a. CY2022-2023 -Implementation Phase 1. Key initiatives included: 

5 
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1. Detailed design work on the Defence OLF. 

2. Establishment of the Defence Operations Consultation Committee. 

3. Establishment and formalisation of the Defence Policy Advisor (PO LAD) 
programme. 

b. CY2023-2024-Implementation Phase 2. Key initiatives included: 

1. Triat evaluation and embedding of the Defence OLF. 

2. Completion and Publication of the New Zealand Special Operations Forces 
(NZSOF) Operating Concept document. 

3. Review and changes to the structure and processes of the Office of CDF. 

c. CY2024-2025 -Implementation Phase 3. Key initiatives included: 

1. Completion of all Defence OLF supporting resources. 

2. End-to-end evaluation and assessment of the Defence OLF process, using a 
recently completed NZDF operation. 

3. Independent assessment of OLF IM interim solution sufficiency by MoD 
(Defence Assessment Team (DAT)). 

d. 2025- Final administrative work and Programme Close Out. 

Budget/Cost 

27. When Cabinet received the ERG Report it noted that while Defence would initially fund 
activities from baseline (in Financial Year (FY) 2022/23), additional funding would likely 
be needed for implementation of some recommendations to steady state, and this 
would be sought at future Budgets. 

28. As the implementation of OLEP initiatives progressed, it was identified that any 
additional funding needed by the OLEP team, for example obtaining external 
contracted support, would need to be secured through re-assigned baseline. This 
subsequently occurred through re-prioritisation of savings at the NZDF Responsibility 
Centre level and from within MoD. Approximate total additional operating expenditure 
was $568,176 (NZDF) and $20,460 (MoD). Personnel expenditure was similarly 
absorbed in baseline staffing of both Defence agencies. 

29. Any potential for significant, additional out-year funding in Defence 
portfolios/functional areas affected by OLEP initiatives (other than that already 
identified and scheduled by Defence agencies) was mitigated and modest uplifts were 
absorbed in baseline. s.9(2)lf)liv) 

6 
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Personnel Resources 

30. Initially formed with just two co-leads, the OlEP team has largely maintained a core 
footprint of up to four people since late 2022, including three NZDF personnel (one 
programme Co-lead and up to two Staff Officers) and one MoD member (programme 
Co-lead). Further enabling support was provided by functional managers in both 
agencies, as required. A coordinator was contracted by NZDF for six months in 2022, 
and a civilian Programme Manager was employed (0.5 FTE assigned to OlEP) for 
approximately 12 months during CY2023/2024. 

Risk 

31. Throughout the period of the programme, the OlEP Steering Committee maintained a 
consistent view that all efforts must be made to mitigate a reoccurrence of the events 
identified in the Inquiry, in particular those relating to incorrect statements 
(information) provided to Ministers and the New Zealand public. At the end of the 
programme, the questions the OlEP Steering Committee sought assurance on are: 

a. Critical information -can we find it? 

b. Provision of advice to Ministers- is it accurate? and 

c. When agencies are under pressure- will the system(s) work? and will people 
follow the process? 

32. The recommendation outcomes generated or assisted by the OlEP team (Annex B) are 
evidence that Defence agencies are now operating in a more integrated rna nner than 
when the Inquiry was being conducted. Improved systems and processes for 

information identification, capture, storage and retrieval are central to this enhanced 
way of working, supported by clearly articulated and proven user guides/procedures 
and information technology business rules. Additionally, the establishment of 
processes that support analysis and oversight during an operation help to ensure that 
accurate and timely information is provided to Ministers and the New Zealand public 
(e.g. responding to Official Information Act requests) and provide a mechanism to both 
build trust and ensure that people are following process.r·&(a) 

s.9(2)liJ{i) 33. 

34. s.9(2)(g)(i) 
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s.9(2)(g)(i} 

35. The IM Programme therefore remains a key dependency for OLEP as Defence will not 
be able to achieve full benefits realisation until the IM Programme is fully 
implemented. The recent assessment of the OLF IM Interim Solution provides 
examples of residual risk in both future system migration and external sharing 
functionality. The latest update from the IM Programme team indicates Tranche One 
will occur across four years (FY25/26-FY28/29) to address the current deficiencies in 
how NZDF manages data as a strategic asset . The objectives of the ERG Report relating 
to IM are cross-referenced in the IM Programme business cases, which provides 
confidence the intent has been embedded and will satisfy the IM Principles in Ref B. 
The IM Programme was also included in the Defence Capability Plan recently 
announced by Cabinet. This reinforces the importance of the IM Programme as an 
investment to improve NZDF's ability to store, retrieve and share information with our 
national partners and other government agencies. However, whilst approved by 
Cabinet, the IM Programme will be subject to bids as part of the Budget 25 process 
(and beyond) alongside other projects and initiatives. 

36. One other risk lies in sustainment of the HQJFNZ POLAD position (refer paragraph 29). 
This has been a trial role to date and only made possible through the reassignment of 
existing staff funding. The HQJFNZ PO LAD role has proven to be highly effective in 
supporting COMJFNZ and HQJFNZ planning staff, and there is consensus between 
NZDF and MoD on the value of maintaining the role as evidenced by_the 
establishment of a MoA (ref F).Js.9(l }lfJliv} 

Observations and Lessons Identified 

37. Over the period the OLEP was in operation, key lessons and observations were 
captured for future reference, in the event Defence embarks on another programme 
of similar scope and scale. Refer to Table 1. 

Observation or lesson Identified Advantage (A) or Disadvantage (D) 

Joint governance structure {OLEP Steering (A) Ensured Defence agencies perspectives were 
Committee) proved effective. forthcoming and agreed upon. 

(A) Senior leadership invested in outcomes and 
ensuring respective agency 'buy in' to on-going 
success. 

Integrated programme team worked collaboratively (A) Ensured a high level of continuous engagement 
to co-design all implementation initiatives. between agencies. 

(A) Smoothed the way for change management 
processes to successfully roll out. 

User/Practitioner resistance to process change was (A) Increased successful implementation of 
low. Pockets of concern were mitigated by the initiatives (e.g. Defence OLF). 

8 
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forward-looking 'better' vision for integrated (A) Easier to educate people on the benefits accrued 
working practices and information sharing. from more integrated working practices. 

Use of external consultants during detailed design (A) Access to commercial'best practice' perspectives 
phases. and subsequent results, where resources are not 

available within Defence. 

(A) Experienced facilitation of workshop sessions 
and/or time-constrained activities. 

(D) Financial cost (high) and products/services 
availability subject to competing priorities i.e. other 
clients' requirements. 

(D) Pace was still constrained by internal staff 
availability. 

Employing an agile approach to rollout of initiatives. (A) A 'learn by doing' rather than regimented or 
overly formalised methodology to process induction 
resulted in more effective user uptake. 

(A) Users/Practitioners brought along on the 
'journey' and refined practice in new areas through 
experience. 

Table 1. OLEP Observations and lesson Identified 

PROJECT CLOSE OUT 

Project Artefacts 

38. To support effective delivery of the Defence OLF, both for NZDF personnel and MoD 
staff directly involved in execution of the framework, and awareness for all other 
Defence employees, a resource site was established on the NZDF Intranet Launch 
Page. The site contains links to key documents that provide both an overview of the 
Defence OLF and detailed process diagrams to support practitioners. For context, a 
copy of The Report of the Expert Review Group (ref B) is also accessible via the site. 

39. Following project closure, all OLEP working documents currently stored in the Defence 
Document Management System will be archived lAW extant policy. 

Follow-on Work for Functional Areas/Line Managers 

40. Aside from directed tasks that are specified in formal orders or instructions (e.g. CDF 
Di rective), the OLEP identified several key capability areas and/or areas of focus that 
wi II require attention by functional leads and line managers toe nsure sustained good 
practice, delivery and benefits realisation. These capabilities/areas are identified as: 

a. The Defence OLF. Continuing to build capacity in the NZDF and MoD and 
understanding of the Defence OLF process, in order to ensure effective, on­
going, strategic-level application of the framework throughout the fulllifecycle of 
an operation. Responsibility- Assistant Chief Strategic Commitments and 
Engagements (AC SCE), Head international Branch (HIB), Director Strategy 
Management Office, MoD, and Director OAT, MoD. 

b. The DOCC. To maintain the value derived from an effective, senior reference 
group function where issues can be raised and considered by cross-agency senior 

9 
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leadership, commitment to holding and supporting the DOCC needs to be 
acknowledged & prioritised. Responsibility- HIB and AC SCE. 

c. The Defence POLAD capability. Noted as delivering significant benefit to Defence, 
the OLEP Steering Committee acknowledged that sustainment of the POLAD 
capability will require continued investment and proactive management to 
ensure a pipeline of suitably experienced POLADs. Responsibility- H IB, as 
specified in the Defence POLAD Memorandum of Arrangement (ref F). 

d. NZSOF capability. Increased transparency of NZSOF roles and activities now 
occurs amongst agencies of the National Security System. Emphasis will be on 
NZSOF to ensure this is maintained through a process of engagement and 
continuous improvement. Assistance to measure success in this area could be 
provided by the MoD Strategy Management & Assessment team as part of 
scheduled assessment activities in 2026 (refer paragraph 41}. 
Responsibility- Special Operations Component Commander. 

e. The IM Programme. Significant benefits realisation hinge on the successful 
implementation of the IM Programme (refer paragraph 35) within current 
forecasted years. Responsibility- Commander Information Command. 

Assurance Plan for Assessing System Heatth 

41. The OLEP Steering Committee has acknowledged the requirement for, and benefits 
gained from, on-going assessment of the frameworks, mechanisms and systems 
implemented through this programme. Accordingly, the MoD Strategy Management & 
Assessment team intends to include assessment of OLEP benefits maturity as part of 
their 2026 assessment programme (subject to Minister of Defence approval), and this 
will further formalise the assessment processes as part of 'Business as Usual' practices. 
A range of lead Measures to support the assurance assessment process is at Annex D. 

42. Additionally, and where necessary, Defence functional areas and line managers have 
been instructed to, or given authority to, conduct continuous improvement activities 
within their respective areas of responsibility, to ensure systems and processes remain 

fit-for-purpose. 

CONCLUSION 

43. This Closure Report has detailed the background to the Inquiry; the Expert Review 
Group; the subsequent work of the OLEP team and the outcomes implemented in 
response to each of the ERG's recommendations. The report also specifies where 
responsibilities to complete action, continue embedding culture and behaviour 
change, or maintain new services is now mainstreamed with relevant functional areas 
and line managers. Where necessary an assessment offutureproofing work that will 
enhance initiatives and/or mitigate risk to on-going processes and benefits has been 
provided. Residual r isk lies with initiatives outside our scope of control, for example 
the Information Management Project, however there is confidence that appropriate 
mechanisms are in place within those programmes to mitigate risk. 

44. The OLEP team has now concluded all work (in scope) that it can deliver or dir,ectly 
influence and formally recommends programme closure. 

10 
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RECOMMENDATION 

45. It is recommended that the CDF and SECDEF: 

a. approve closure of the Operations Lifecycle Enhancement Programme. 

Endorsed: 

.1/dtt~ 
M WILLIAMS 
teering Committee Co-Chair 

w Zealand Defence Force 
OLEP Steering Committee Co-Chair 
Ministry of Defence 

Date: _2_s---t/'--" ·-+j_..t._s_ 

New Zealand Defence Force 

Date: U (}JIJ U 

Annexes: 

A. Expert Review Group Recommendations. 

Date: 

ML __._...... ,._,..,....,~ 
Dr B Barrington 
Secretary of Defence 
Ministry of Defence 

' 
Date: l'\ IfA-fii'L 2<: 

B. Expert Review Group: Recommendations Implementation . 
C. Operations Lifecycle Enhancement Programme -Intervention Logic Map. 
D. Assurance- Lead Measures. 
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Expert Review Group Recommendations 

# Recommendation 

AnnexA to 
OLEP Closure Report 

Dated 09 June 25 

1 We recommend the Minister of Defence direct the Secretary of Defence and Chief 
of Defence Force to strengthen integration between the NZDF and Ministry of 
Defence throughout the deployment lifecycle and at all levels of both 
organisations. 

As part of this direction, the Chief of Defence Force's terms of reference and the 
Secretary of Defence's performance expectations should state that the statutory term 
"major matters of defence policy'' includes complex military operations that impact on 
national or international security. 

2 We recommend the NZDF and Ministry of Defence strengthen integration 
throughout the deployment lifecycle and at all levels of both organisations. In 
particular, we recommend: 

2. 1 the Vice Chief of Defence Force and Deputy Secretary Policy and Planning, in 
consultation with other national security agencies, develop and document an 
integrated deployment lifecycle with clear accountabilities and participation 
rights for NZDF and the Ministry of Defence across the whole deployment. 

2.2 the Secretary of Defence and Chief of Defence Force, together with the Ministry 
of Foreign Affairs and Trade and the Department of the Prime Minister and 
Cabinet, institutionalise the use of senior reference groups for complex and 
extended deployments to strengthen interagency cooperation and knowledge 
sharing across relevant government agencies throughout the deployment 
lifecycle. 

2.3 the Secretary of Defence and Chief of Defence Force: 

• work together to ensure measures of success are included in advice to 
Cabinet on the mandate for complex operational deployments; 

• put in place post-deployment reviews to evaluate performance against 
these measures. 

2.4 the Chief of Defence Force ensure a senior Ministry of Defence representative 
is appointed to the Strategic Risk Assessment Board and representatives of 
other national security agencies as appropriate. 

3 We recommend the Secretary of Defence and Chief of Defence Force work 
together to develop the capability required to embed the integrated depmoyment 
lifecycle. In particular, we recommend the: 
3. 1 Secretary of Defence work with the Chief of Defence Force to build a policy 

adviser (POLAD) capability, including agreeing clear accountabilities, reporting 
lines and required skill sets. Other national security agencies could be involved 
in growing this capability. 

3. 2 Chief of Defence Force mandate exposure to the broader policy context as part 
of a structured training and development programme for NZDF future leaders, 
including through secondments to other government agencies, the Office of the 
Minister of Defence and the Office of Chief of Defence Force. 
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# Recommendation 

3.3 Commander Joint Forces New Zealand, NZDF Strategic Commitments and 
Engagements Branch and Ministry of Defence identify opportunities to test the 
effectiveness of integrated working arrangements, including the POLAD 
function. 

4 We recommend the Chief of Defence Force, in consultation with the Secretary of 
Defence, review the suitability of particular elements of Headquarters NZDF for 
the future. As part of this review, we recommend the Chief of Defence Force: 
4.1 establish with the Secretary of Defence an integrated strategic military and 

policy function that provides for the end-to-end strategic management of 
operations. 

4.2 reduce the span of control of the Office of Chief of Defence Force (OCDF) and 
prioritise its core functions, including those related to the Chief of Defence 
Force's operational and strategic responsibilities and external accountabilities 
for democratic oversight. 

4.3 direct that NZDF Public Affairs Strategy 25 be revised to reflect key 
accountability relationships and position NZDF communications to meet 
contemporary accountability and transparency expectations. 

5 We recommend the Chief of Defence Force ensure that steps continue to be taken 
to integrate the New Zealand Special Air Service (NZSAS) into the wider NZDF 
and national security sector. In particular, we recommend the Chief of Defence 
Force: 

5.1 integrate one or more Special Operations staff officer roles into the strategic 
military and policy function (see Recommendation 4) to enable appropriate 
transparency, oversight, assurance and strategic awareness of Special 
Operations. 

5.2 facilitate, in consultation with the Secretary of Defence, a broader discussion 
with other New Zealand defence, security and foreign affairs agencies about the 
role of the NZSAS in modern warfare and national security and its contribution 
to government priorities now and in the future 

5.3 take a strategic and proactive approach to developing NZSAS leadership 
capability for the future and regularly monitor the leadership climate created by 
NZSAS leaders; in particular, by providing current commanders and high­
potential personnel with opportunities to develop political acumen and a better 
understanding of the wider government authorising environment, including 
policy advice processes, the importance of democratic oversight and how to 
develop networks across the national security sector. 

6 We recommend the Chief of Defence Force improve the management of stored 
information by: 
6.1 defining and identifying NZDF's high-interest and high-value information and the 

records needed to support defence interests across all systems and locations 
(including legacy information) 

6.2 prioritising the appraisal, declassification and disposal (as appropriate) of high­
interest and high-value information. 
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# Recommendation 

7 [To] reconsider the balance of leadership, accountabilities and responsibilities 
between the Chief Information Officer and Chief Data Officer to ensure they 
properly reflect the importance of information and knowledge. 

8 [That] Vice Chief of Defence Force be given overall accountability and 
responsibility for the end-to-end stewardship of the flow and f idelity of 
operational knowledge of public and political interest across the NZDF. 

9 [That] Commander Joint Forces New Zealand identify opportunities to test 
information management systems and practices and knowledge flow, focusing 
on scenarios requiring the transfer of operational knowledge that is likely to be 
of public and political interest across multiple classifications and locations. 



ERG Report Pa rt One: Policy and Mil itary lntl!gration 

Expert Review Group: Recommendations Implementation. 
AnnaB to 

OltP Closwe Report 
dated 09 J1a1e 25 

• The Defence Act 1990 imposes broad consultation obligations on the Secretary of Defence and Chief of Defence Force within a framework of providing compleme ntary yet contestable advice to the Minister. 

• The NZDF and MoD require well-eS1ablisked joont working a rrangement s throughout t he 'deployme nt lifecycle' with formally agreed roles and responsibilities. Policy need s to be grounded in reality. 

• The Minister must be provided w ith both policy and military considerations to provide assurance they have information and advice required to p roperly exercise democratic oversight. 

• Measuring and assessing whether an NZDF deployment is meeting or ha s metthe Government' s strategic objectives should be a key component of the manda te. 

• New Zealand needs to align itself w it h international partners in terms of ge nera ting and maintaining a deployable Policy Advisor function. 

ERG Recommendations Outcome: What has been achieved Evidence Comments and Futureprooflrc 
R-mm.ncllnlcln 1: We r.commtnd lhe Mlnlstw of Dlf.n:e . The Defl!llCtOpndons Ufet'1de Frmewon (Olf) (.see also )> 2022 SECDEF IIIPICtlllons: . fhtot.F c:odl1k:alion process inwlved: 
direct lhe Sea-y of o.flnce ;nl Oli.t of D.re'ICt force to ll-.tma1dation Z)oodllles fie r«1uirnent for MoD and lrlplemll!t the EJCPert Revhrw6ro...,•s rKDmmendltions u detailed dMIIJl phase(lndudinl 
ttren&lh.,int..,.don bet_, theNZDI'and ...,.tryofDefe1ee NZDf to mutuallyconsldton 'compl•militaryopwalions.' indudlna; WDitcshop -'ems Wth inter acencv 
throuput the deplo""tnt lifecydt and atlllllevflls of both . v.fth the NZDf, llrftl&lhen lnle,allon throu&hout the par1ners, fadlltated by l!llternal 
orpnlsallons. . JIA 2023- Defence OU: d~ aareed by CDF A SECOEF . di'WIID'II!Itntlfecydt. business process ccnsultantslto . an bed In Ministry policies, pn>eedwes and culture that docll"nll!t lheOLF end to 111dproc-; 
Aoportofthi• dir-n, lhe ChiefofDehrn:e Forctr's terms of . s._, 2023 - Del'enceOLFblllfns dfllvery (PianM\&6 lhe lililtUIIOr'f term ·m...,.. maa..-. of clefenc:epoUcy" 0 "'....,... d ... rpt..., 11> do"""' em lh9 
nfertnoe and lhe SICI"IIary of Dlfenn's p lrfilr1111111Ct Dedlion stases) v.fth erlstlna NZDF optnlions mandate lndudes compl• mi tlrV up .-allons that imP<~Ct on hlif1 ·1eva and ,.., ·leva proces~e~ for 
aqMC.tations should Slate that lhe statutorv tam •major matters ren-'t. national or international security .• tach Olf staae.lnd•clni ldentiflcallon 
of defence policy" includes complex rniitary operations that )> 2023 SECDEF apedations: or r4quired artefacts; 
impact on national or lnhrnadonal security. . 011 proces d~ trials and rollout of rentaininl stac,es lrlplem111t lhe EJII)ert Review6ro"''s recommendations 0 ..ial phMe llo ewluate each OLF stace, 

(In Operadon & Post Op .. adon Analysis) o- fie lndudina: and 
folov.fn& U -monlh ptriod. . t~~~~bed in Miniso'y policies, pn>cedures and culture that 0 roloutphasello formalise 

I 
theslltlltoryterm •m;jor matt..-. ofdlfencepolk:y" implemmtlltlon of the Olf across the 

• MoD/1'12Df DefenceOlf M_.andum of Atrqomtnt lndudes a>mP• miliary operations that impact on Doftnea actncies. 

(MoA) siiJled March20ZS. na*»naa or internallonal security. . Now that int~~~rad•n II CDCifitd In fie Olf, . """'lhe NZDF, Slrftl&lhtn int..,allon thr~ut the spedftc: IMM'dfl\lln tJII)eaalions documtnll 

• Thisint111thas also been Included in theCDf Directive dl'tli0'11!1111t ifecyde. are no Ioiii• MCessJIY. 

04/lf1l.5 to formlllyaulhorise implcltntadon of the o.r~r~a~ 
)> 2024/ZS SECDU ecpctlldons: 

OlfinNZDF. llnplerntnt the MoOremmaundatlonr of the Elrpert 111!\Aew 
<Ko"': . Uevant apectltions -~~issued to fie SE CDEF byTe Kawa 
. TheOperalionsllf8c;de Enha1eenent Pro...,meis 

Mataaho Pllblic SerW:t Commission in 2022,2023, ;nl 
...bedded. 

2024/ZS, and is retlected In the QPdlled Posidon Desa1Jlion 
. MoD takaleadlnhip under theOp•allonalllfecyde 

issued in 2024. fram-'c lnt..,.ted Wlh NZDF and other eo-nrrunt 
acenc:tes. 

Uevant tlq)«tillions -• issued by lhe Minister cl Defence 
)> 2024 1pdated SECOEF Posi1lon Oesaiptlon: . 

to lhe CDF In 20Zl and ZUZ3. 
. Co-lead (with NZDF)Ihe()peralionsUfecyde 
~ent ProiJlllllme tam to implement lhe 
recommendalionl of the Optnllon Bll'nhan Inquiry and 
Elrpert ltelofew &oup. 

)> 2021 cor tJII)ectllions: 

• l'roWesslhe ilnplementation of the Govtrn111111t's 
t411110ftSes to thelnquir{ Into Op«alion lltmham. . lmplem111t lhe recommendalionserbin1 trom the report 
oflhe Elrp.-tiii!IAew&o..,, estlblllhed folololinfllhe 
Inquiry into Operation 8W'f'lham. 

> 20'23 CDF additional ap-tions: 

• hldtnee that you hwe embedded In lhe NZDf cldtll"e, 
poidM and procedure flat consultation on •JMior 
mllltersofd.t81capoliql'b.t-fla5aa--,of 
Defii'ICV ami ¥" lndudelhose compla mlltary 
operatlom that impact on national or intemalional 
security. . Newwortin&arran&8'11ftts b~ lhe II2Df and the 
Ministry of D.renc.on d.,loyments Ind...,. stnior 
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Expert Review Group: Recommendations Implementation. 

referenc:ewoupsbeillll used for complelc iWid exllndtd 
d-.llo~ tnts. 

)> Approved MoD/MZDF Defenc>e OLF MoA dated lS Mardi 2025. 
)> CDF lliredlve04/202S, fllrmallyaulhorisingimplnentallon of 

theD.r ...... ou:in N~. 

R_,.,dllllon Z: We recommend theN~ and Mfnlstryol 
. The Def~Op•ations tifaqde Frameworic (OLF) has b.., )> TheDefenceOLF Is Sllllll«ttdbya Mnonndum ot . £ndurinc sua:ess of the OOCC requires on. 

Defencestrt!lllfthen lnt.,.cion throuput the deployment 
codified and lmplem111ted. ltcompriSis four deliberate Arrangement (sijp'led in Mard1202S)between NZDf and MoD Pi commitment from aD qmdes. The 

Rfecydnnd atalllevlls ofbothorpnisations.ln parliallar, we staaes: Plannin&,Approval,lnOperallon Monltorlniand PMI· that .;ves effect to theimplmu1ntlllon of ll!t l'ral!iewoitt DOCC is c:urnntlv administered by MoO 

reconvnend: 
Oplnllan Analy!is. The Deftnc:e OLF-co.desijJied In )> Aamcy-specilk:prOCftSes have been COI'IIpleted to aulhorise lntemational8rand1 but requires 
consultation wth kevfuncUonal tMI\sin ff1DFand MoD. theDef.nceotFwthin eadt aaencv(cm: lliredlve In NZDF; substantiveaatndainputandmateriat 

2.1 the \1ce Cbiefof Oelenc:e Foree and o-..utvS«rdary Polley . The Defenc:t~Op•a11ons Consultalion Committee (DOC() has disseminlllion within MoD) and • ...,. specifiC talk• for 011 support rrom • aallftdes. 
and Plilnnlna,ln consuttallon with other natklnal st!CUI'Ityqendes, been formalisl!d and implemtnted. Coreattendees r•resent IDinamanagement of the Defenc:e OLF wh•e nec:esary. . Anealotll feedbadc lndiates aooc1 prac:1ices 
develop and docummt an intewated d~entlifeqde lllilfl the Deftnce Aaendes (IUDF and MoD), MFAT and DPMC, wth )> A DefenceOLF resource site aa:essible IAa the Defena are also now inftull'ldna routine ep eratiOM 
d- ac:.countabt1itiesandpar1idpalion ri.-,ts for HZDF and the other 110_,811 ~CS~des attendinaas required. lnlnnetlaunch Paae provides fplidance and •-eness for a1 and tralnina. 
Minislryof Defence aaoss lhe whole deployment . TheStr<~tealtlht Assessment Board hal matured and now NZDF perSGNtd iWid MoD stal't, and supports thoselnwlvtd In . On-liD in& tnollled&edevaopm tnt and 

2.2 the secrecaryol DeflllCI! and Chief of Defence Force, to&ether 
indudes r..,resflltation from NZDf, MoD (Head International using the DefenceOlf. r..Wr trainini on the Def~ru:e OLF lllill 
Brandl) and other aaendes Wdlin thenelional security sector )> All current NZDF p.._.,ll and MoD staff that contribute to enable the end ~~!ins benefit of this -rt. 

IIIith lhe Mlnislry of Foreian Affairs andTrade and the D..,artment e.e. MFAT, on an 'Quratlon spedllc' basis. or participate In dlllvery of the Defenc:eOLF have been . Trust and aood war1dn& relatiomtllps,led 
of the Prime Minister and cablnet.lnstitutiomlise the use of . NlDF continues to prowess Dtt/t!nce Form Instruction (DR) briefed on the tram ewoct. indudinl detailed prouss from the top, between leaclriip (to build a 
senior ref•ence aroups for allllpl ex and exttnded deployma'l!s to 

21.JJ $p!ciD/ Acoossl'rrlgtrlmmesand C,.,.,artmenllr, ~ d'Jatl'*fts and OOMS ard!Mnaprocedures. cult .. • of tnpaanent) and at a more 
w8118then inttn~encyQ>OPeratlon and knowledae sharlni aaoss lllill set aut the poides and dh!dion to be followed lfllttn > lntroduc:tion to lfle Defa.c:e OlF is now induded in standwd praclk:lllev,. {to faditate llawof 
rllevaniiDVWnmentaaend• throuput thedeplo~ent 

determinin&.aulhorisin&and manaainl N~ Spada! Acr:- stalfinduclionprocesses within bolh NZDfand MoO. informillion and useful advice) be._ Hll, 
lifa;yde. 

Ptowammes and compartmented actMti•.lndicallom are )> The DOCCcompleted its inaucural mHIInain Oc:tober 2022. AC SC£ and COMIFNZ are 0'\ldal to the 

z.s theSeaetwyofDelenceand Chief ofDeltriCe Force: DFI21.U W111 beCl0111pleted In 2025. Th.t'urum Is now on ... ~.vtlr.ll meecinJsdll!dule. elfc:liw onaoina implementalion of the 
)o Measures of SIICCellS (llsse5SIIIentof51ratealt0bllltllves) are Defence OLF. 

• -k toselh•to ensuremeasuresohua:essarelndudedln NlsU: TheERG useoftheterm "complex operational nowroutlnelylnduded In cabinet S&bmisJions, as IMdiiRtin 
advice to cabinet on the mandate for complex operational 

d..,lo.,.,ents" WillS lntmded to contain thedlanje wurldoad to recent paper on NZDF deplo~mt under the OperalionTI£1(£ 
deplo~ents. 

operations ofhil#l pollical and public interest. In pracllc:e, this (support to Ukraine) mandate. 

• put in pbce post d.Po~ent reYiews to tlllaluate pa'formanee intent- met bydellniftcOLFdesilJ' scopeas'Cailinet· )> All staces of the OLF are nowmainstreamed wthin NlDF and 
qainst these measures. mandated Operations.' This remcnises that complecity is a MOD. Strat4111c: Plarmina procenes initiate~ d-..Jovment 

continuum, c:an dlanp rapidly, and not all Op.-ationnre proc:ea, and eperational edviat pi'O\'Ided supports lhese 
2.4 the 01ief of Defence Force ensure a senior Mini ~try of Dtftme ovwseras. lll'attl&ic aims. The POlAD at HQJFHZ. manbers ofSC£, and 6 
upresentaliveisappointed to theStratlllic Ri* Assessment Board conskten11v•paeonlssuesarlslnadwinalheconduc:tot 
and r•resentalives ofothw nationil SIICIIrityqendes as d..,roym ~~to d~t!f.l'l!itt•..!tl!l!UIC!d...~Mlfilf1er,J.llli$t.l!f.J should~ 
apprepriate. bead'o'lted s.6(a) 

~ provldeacood ecampleot 
lfle day·IIHiayapplicatlon of th- ways of Mlitinl-

> rn Operallon monitorina of strat81ic: objecliuas hal bem 
completed on all Qll'rtnt NZDF cabinet mandated opwadons 
as part of an endurin1 schedule. 

)> Post-Operation Anal'llis of completed NZDF deplo~ents, 

lndudln,c ---of M.a~res of Success has been 
completed iw Operation,.&( a) 

R-.mei'IMona: We recommend theSecretwyof Defence and • The Defence Policy Ad\Asor (PO lAD I proiJarnm e has been ) The Defence POIAD pro,amme is supported by a • s.9(2)(f)(iv) 
Chief ofDefenc:e Force WD11I toaettter to develop the capability Implemented. Momorandum of An'anaomtnt lti4Jted in Ocl0ber2024) 

requirl!d to nbed the intearated d•lo~mtifecycle.ln • AI NZDf personnll, and in parliaiar N2Df Futllre Lealia, betMen NZDFand MDDthat.ves effect to thedeplo~tnt 

pardc:ular,- recommend the: receive fvrmal eduallon on Def81Ce policy .;a lrainins of MoD POIADs to a miliurylh1111re. 

progammes dtlivwed throllih Sinflle SIMce and NZDf ) AIIIICI POIADiwbetniiPPOintedfrom within MoD 

!1.1 SeaetaryofDefenc• work IIIith the O.ivl'ofo.t'mce Force to 
(Command and Staff Colt~~el trainintl ertablishmtnts. tltwna11onal8riWidl, r8IIPOfllible lor mlilllll8lnll a cadre of 

PO lAOs. 
build a poicy ad~ser (PO lAD) capability, induding aareeine d,. 
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ac:muntabililies,re~oninalnes and required still sets. Oll11r • 
national security a&lndl!lcould beinwlved in IIJO.....,&this 
capability. 

• 
1.2 OVef of Defence Face mandate etpOSUreiD the broad« 
policy contataspart of a llructurad ttainin1 and diMIIopment 
prt)jp'III!IMefor N2DF futureleaders,indudin& ttlrou!l> • 
SI!Cndmtn!S tO Oltlel' pemment ajl.endes, ltle Of'lke of dlt 
Minister of Deftnee and die Offlce of Chief of Oef8'1Ce Face. 

!1.8 Commander Joint Forces New Zealand, HZDF Slratesjc 
Commitments and Enpcernmts Branch and Minstty of Detente 
Identify opportunities to test lhe .ttedlveness of intewated 
worldnJarrqements, indudinallle I'OlAD functi<ln. 

Expert Review Group: Recommendations Implementation. 

NZDf' opll'lJhlsa structured approact. to car- dewlapm1111t )> POIADrhave d@on N2DlOP~~ missions e.a. 
and a stcOndm8'1t/pa"!IOIWlel rotation pr~mme for Optntion SIMT .6 a) and dlev are planned 
selected Individuals. (see also Rea:. 5.3) ID partidpatein a numb..- of ecerdses In 202Sand 2026 
R.,--' atta1tion has been apphd ID the rumina of Q_~a) 
Stntt.,P: PlwlnlniGroups an lcey a1abfincacli"'tyund• tht :l> s.6(a) 
DeftnctOLF. 
MifiQry ••dses pro\Ade opporttncles ID ••dseint~ad 
wortdnaarr.,Jemarts bttwetr~ illendes at dlntrat.,P:......,. 

)> Fo111131 OeflllCe Poticy lrainina in N2DF is supported by In and thellowohcMuto/tom HQJFNZ.(seealso Recc.9) 
ser.oicepllbllcations,JPedfically tile New Zl!8land DefiiiCe 
Do<:trine Publ'ation- Defence (4"'Edition). 

)> ~eferenca to ltle ERG ~.ort and linl*las is In dueled in 
JPedlk: formal train in& (lntrCIItualon to StJtYioe Law and 1.1/f/111 

Ca,.,tiance modules! ID all NZDf' pwmnnt!l. 
)> NZDF Future Leaders ll'ld.akln&studles at tile NmJ 

Command mel Stall' Colege (1elected Commissioned otllctn 
and Wan'ant Oftic:•sl are requirad ID rwd the ERG RtiPQI't In 
full. The Rlpott o/ thtt Gowmmellf /nquirp Into Q>mlt)on 
Bumi!Dm and ~bted Matmn is proWled estUIJPIIIIIentary 
readina. 

)> The N2DF uses tile Education and bp•i~ Frame1MIIk (EH) 
fl)r career developmtnt of Ueuten.,t Colonel (equivalent) 
commissioned Oftiws and above. 

) TheSemndment/P«sonNI Rotation l'togan~mels SIIJiportad 
by use of die Pubfic S111Nice Commission Sect« Career Boards 
PfOCleSII far stnior leaders, atooa wllh the EEF component 
foa.llinc on S/glli/itlallt Elll!rlltll NetMirlcs. 

Annex B to 
OLEP Closure Report 

dated 09 June 25 

r ·9(2)(f}(iv) 

. llulldina a IMder PO lAD cohort In MoD is also 
a c:xmlinuousprocftS, requirinaon·Fina 
lnvestm111t .,d pip4!ine m.,iiiJement. 
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ERG Report Part Two: Headquarters NZDF 

Expert Review Group: Recommendations Implementation. 
Annex Bto 

OLEP Closure Report 
dated 09 June 25 

The Office of the CDF needs to be better configured to support the CDF and VCOF on both strategic military and corporate matters. However, t he focus needs to be on prioritisat ion of core functions, namely t hose related to 
CDF's operational and strategic responsibilities and external accountabilities for democratic oversight . 

• Consider t he opportunity to strengthen processes and resilience of the Office of the CDF and by consequence, alongside Port One: Policy and M ilitary Integration Initiatives, deliver greater integration between NZD F and MoD 

on complex operational deployments. 

• Defence Public Affairs focus needs to st rike the correct balance on protecting & enhancing t he NZOF's reputation, while advancing transparency in its communications. 

ERG Recommendations Outcome: What has been achieved Evidence Comments/Futureproofing 
"-nm..,..on 'It We recomm tnd 1h • Ollef of Deftnc:t Force, . TheOefenceOp•a11ons UfK¥deF,_eworic (OLF)hnbeen > l'oinb above relatinc llo; > Concurr..,t _.k on 1he NZDF Portfolio 
in consultation with lheSeaetaryofDefence, r...tewlhe codified and llnplomented.lt cornprisos i>w dollb erate . lhe Defenat OLF, Olanaeprojectis apectlll llo rosultln 
suilabiltvof p•dcular elements of Hlldq••tll'l NmF for 1he ~~a~•: l'tannina. Approwl, In Clp•ilion Monitarina and Post . lhe POtAD prllfiJamme, and furlher intewated weltin& practices~ 
fwture. Dtploym 11'11 Analysis. . lheDOCC . OVCOF and OCDf p__, .. and slr.,IJihon . The DefenceOp•adons Consultlllon Committee (DOCC)has > Key roles under lhe CoS HQNmF,pr...toullyvacant,;re tilled thedarityofVCDfrolein HQNZDf. 
Asp•toflhis rwlew, - recommend the Olief ofDeflllOt Force: bHn fomlllllsed and inlplamonted. Attlndaes r~~~resn the -' maintained, and adcno>MIIIald asinti&Jallll on-COin& 

o.r .. .,.~-- (NlDI' and MoD), MI'JIT and Df'MC. proc.s etrec:tiv.,••· Adcli-.,, f>e octablistwnent and 
4.1 establish with 1he Seaewyof Dlfence an int..,_ed ~ • The Defence Poky Advisor (POLAD)proramme has bf!flll ftllinl of a Deputy CoS po!iltion hn lllllancld lntormlllion 
militiryW!d po6cyfunction that prollides for the end· Ill end implemlllted. procD11 v.ithln OCDf Wid 01111rib•tld to more effective 
stratfiic manaaemantofop....,tions. • Olke of CDF (OCDF) People, Process and Structure Rwew int.alion wi1h Of'llce ofVCDf (OVCDf) •·S· VCDF now briefed 

foaninc on OCDF cureflllctions, llrii!Cih..,inl of process on 1111 mattws raised with CDF (enhanced situational 
4.2reduce lhupan of conll'ol aflheOII'U:eof Oiefof Defance deliver-y ..,d improllinare!lihnce, -oved by CDF. IMTW*S). 
Force and prioridse Its cure flllc11ons,indudina those related Ill 0 1!l!m. Thwr.......,..ended 'lftand lhlft' of Business )- R-ed the follDf PtJblic A/Jairr Slrldlv1, the document dtes 
the Olief of Defenca Force's operational and stratf81c Units Wid indMtlllll posilions frotn lhe OCDF llo oth• "l'Ns ~ wnlon of theslrauwv-approved on 21 
responslbilllies and •t•nal aa:ountabllities for d~~notnldt NZDf portfolios did notouur, falo'lfllinsamsultalion Septenb« 2012 folo>MncrMslons In reeponse 110 lhe fxP.r 
ov•sl&ht. with CJDS, CPO and CoS HQNZDf. RelllewGroup nport.• 

4.S dlrectthatN2DFI'IblkA/Itln SlrutevJ125 be revised.., reflect • The IVZDF PublicA/Itlirr .5lnr111VY 25- riMs ad, renomed Wid 

keyaa:ountal6tyrelationlhlpl .. d posillon NmF 
Issued in late 2022. 

mt~~munkallons Ill meetOIIItempor•yatnnmtabiityand 
lranSp .. ency ecpectations. 
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Expert Review Group: Recommendations Implementation. 

ERG Report Part 'Thrl!l!: N&w Zealand's Spedal Forces 

The N2SOF (NZSAS) focus should be on improved integration with the wider NZOF and national security sector. 
• The NZOF needs to continue to invest in training and development of future NZSOF leaders and high-potential personnel, particularly in terms of broader government awareness. 

• N2SOF need to maintain strong and present leadership and well-understood values; collective (NZOF and NZSOF) reinforcement of both NZSOF tenets and NZOF values. 
• Deployed NZSOF need to be well supported by NZOF leadership and have access to Integrated policy and miUtary advice. 

ERG Recommendations Outcome: What has been achieved Evidence 
R_.,..on 5! We re:onvnend lite chietof Oei'IIICe force . To optimise scarce New Zellllnd Spedal Operations Forces ) NZSOF IIPfesenl NZDF (alonpde Sa Brandt 'ersomel) on 
.. uethatat~PSmnlinueto betak8'1 to int~Vatelhe New (JIIZSOF)resourc•,dlrect tnta~-ent IMlh lhutrat'lic lhelnter-a,t8'1CY CounterT errolism Coorcinalion c.mmitlee. 
Zelltand Sped.ol Nir S111'11ice (JIIZSAS}into lhe Wder Nll)f and m•tarvand polcy tMns (HZDF scnrandt and MoD ) NZSOF 0pl!fallne Concept clocumn (Te Moia Hli Too: The 
national security sector. h parliaAr, we recommend lt!e Chief of lnt•national Bnnd'l)nowoa:ursllia a nominated Special rolr ojNew Zrtlland Special Fona In motler11 ~and 
DtfllnClt Force: Openllons Cornnund point of contact. IW1tioiJQ/s.~)- publidy rel-.d in Afri 2024. This . lna-ed NZSOF repres«~talion at lnt•·aatmY bums • ina4111ed trlllii*''"'Y n '**trust. Media comrwentary 
5.1 intear.na one or mora Spada~ Ope-allons statf offlc• rOles . NZSOF h• CXIIIIpleted lhe NZSOf ()pera*ti Conctpt and on ltler•- ofthedocument-posi1lve. 
into lhulratllllicmifitarvand oollcvfundion !lee brlef-.f it 10 1h• Natlomol so.,.rlty loord. ) N2SOF senior Commissioned Olllurure now semnded to 
Recommendation 4) to onabl& llptlropriate lraNflarency, . NZSOF Oftlcers arelnduded In lhe NZDF Educadon, C.eer postsiMihln DPMC and MfM ISED,and lt!e N2SOF Ofllcer 
ove'sW!t, inSUrance and stratqjc; a_.eness of Spedal Development and Secondment/P•SOIIIMI!Iotalion proci!ISes. care., devdopnlentmodelhasbem upcllled 1» Incorporate 
Operations. spedlied s-ndrnent opporUtities for s•tcted individuals. 

5.2 radii tate, in c:onsultacion with lheSeaetaryofDefence, a 
broad« dlscuslion wit! olt!er Hew Zllllland defence, security and 
forei., atrairsaaendes about lt!eroleof the N2SAS in mod8'11 
warfarund national security and its conlribution to .,vemment 
pr10r111esnowand in the futlll'e. 

5.3 take a S1rat• and proac1ive appro ad! to developina NZSAS 
l.adersfllp cspalllltyfar lhefuwrnnd res•rtymonlllllr lhe 
leadlnhip dimate aeated by NZSAS l111ders; In partkular, by 
prcMclinc current commanders and hi., potenlial p«sonMIIMIII 
opportwllties to develop pol1kal ~~t~~men and a better 
undtn1alldin& of lheWder IOW'IImtnt audlorlsin& ewironment, 
indudlnepolicyadlliceprocesses,lt!e impcrtanceofdemoaalic 
oversiclltand how to dwllop n-rb aaonlhe nlltional 
stCIIity sector. (sM abo RIICX. 32) 

Annex B to 
OlEP Closure Report 

dated 09 June 25 

Comments/Futureproofllg . llesldulll rblc remains in respect to 
resources available ID SOCC to enable 
stratflF: enpt-ent. . Adnov.tedi!ne lhe inportance ol NZMJF 
secondments, lt!-ar• approved at the 
NlDf Senior Appoinlments Bo.-d and 
mana&ed by the Directorate of Car-& ,.,..,t M•rnc.,..,t, in consultation wilh 
the Specill Op•allons Component 
Commander. 
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Expert Review Group: Recommendations Implementation. 

ERG Report Part four: Information Manage ment and Aow of Defence Knowledge 

• Information and knowledge are organisational assets and require careful management. 

Annex B to 
OLEP Closure Report 

dated 09 June 25 

• NZDF is a large and complex organisation that relies on timely and accurate record-keeping, information storage and information flows both to properly advise and inform the MINOEF and for its strategic and operational 
decision-making and planning . 

ERG Recommendations Outcome: What has been achieved Evidence Comment!/Futur~roofinR 
R-m'ftln*"on 6: We recommend the Olitf of Otf81Ct Force • Codification of the Dtf81Ce OLF has idenllfied Minimum )> Shared Nmr & MoOacciiiSto theSCEBrandl OOMSsitesfw . The NZDF Inform Ilion Mamaement 
Improve theltiiir.iiiftlt!llt of itllfed lnlarltiation by. \ialtle ktefKts (MVA) that must be tledronially retained NZDF 6jlitalicW,IIiiflll<iaal by lhtSCE atii'ldt hfotmillon Prowammels ""!'ected to del- a system 

and atablished a revised OOMS rtorqe proc- in HQNZDF Mana&~rOM). Wde uplift, indudinc; 
6.1 daflnin& and idfnlif)Wia NmF's hitfl-irll•est and hiih value for all Nmr strat¥c·levtl operations information. > MVA are detliled in the 0./l!flf1t otF: Guidelitlu & Pr- 0 "'prowd idenlifi<:ation ofhiih· 
Information iind the reconls ne«<ed 1o ~ort dtf~nu int•8Jtl • Admollled&anentacro• Defomceagl!lldesofthe v.tlu•und Doalmenc and on ~ NZDf open~~1ion lbniry lMttin the sa int«est/hith Yollue lnformadon throu.-, 
aaoss all systtms and locadons (jndvding ll!iiCYinformadonJ. requirement for dedicated Information ~ers embedded Branch DDMS site. mlltldata tauina on NlDF systems. 

in key units. > o.feceAsnmnentTeam (MoD)arecurrentlyc:ondttdinsa u lmprowd riiCI)rdfr,. ofhiih 
6.2 priorldsinsthe appraisal, dedassiftca1ion and disposal (as . .._,aded storaae oflepc;ypbyslcal documents rrom past Disoove-yAssessmentofthe DefenceOI.F Information int«est/hW>·value information throu.-, 
appropriate) of hi&h-intllrest and hill-value infnrmation. NZDf op•adons has been put in Ill act. Mana,tment interim solution. ~·itlltt!jplters. . Upwade of HQIFNZ llliaion information sites Is under action, )> Specllllst IM staff retide In key •-• .._ sa Brandl and MoD . } 

l!ithin the Qli1S~ts of the CIITII\t DDMS architecture. Minlst~rial and Execulive Sel"'lc:es. Othll' NZDF portfolios have 

• lnformalion l'.tafta&tmll\1 practices on deployed NZDF pll'sannel unclertaldn& IM dUlleslo mana,;erespective DDMS 
operations are more structured and personnel are better lites e.,_ DSM, OCDF. MoDsilllilartyhasan IM ecpatonSiaff. 
a_.e ofrecord keeplna and ditposal obllialfons. > As a pre-requisite for established Pre-O..,JoymentTralnina . Eslslln&lntelic81Ceprodudion andr-dln& filr senior (Pill')for NmF openlldons,on·lnel'ormal1rainlna (Mallilie 

lachnby NZDehncelntelli«enc:e lAW requlr.,.,ts of lnfwmation Fundamlllttls)nnwoccurs.lllePDr aMuu 
Output6.2.1remains manL mnt .. t lndudeo IM,Op•alional SecJA'ity and Handlin& 

Sensilive Information modules. 
> ran nmF Disposal Authority liPPfOVed by the Chief ArchMst 

ofNewZ.Iand and promulpted in CIDS Administrative 
lnr!ruclion 112/21123. 

)> ChiefDIItaOfllcerhasdtleptedr~tylosypport 
a_.111ess «the disposal authority and monitor disposal 
aclillity NZDf wide. 

• cor directed the impln.,tallon ofchanaes 1o unity the )> Th•INFOCDM r1ruct111e and focus will providu huthy . Commander INFOCOM Intends to have the Reaommwulllllon 7: We rcommend th• Olief of Dlf~ Force 
NZD~ Information Enwonm .. t, indudk>i establishm.,t of a tension under a mlltary fnmewoli< 10 enswe information inform.:otlon ~-function & 

rec:onsid•thebalanceofleaclenhip, iiCaluntabilidts and 
respcnlibilitles b- fte OUef lnfonnalion Officer and Olillf new OUaf of the lnformadon EIMronm~nt (OEI- anurance: protected, wtll manqed, and available. framework (tDpro\'ldeinformadon 

Data Offlcerlo ansurethey propeliy rtllect the importance of • NZDF lnformalion Command (INFO COM) has been aeated, )> TheiNFOCOM 0118'alini modc!lls being optimised and there is assurance) op•atinsbr 1 July 2025. 
lndudlng establhtlment of the •pointma1t of Commander a scrona focus on a~ltur• enhanctmenL . Th• effedv81tss ofinfo.assurance * M 

information and lcno'll4edse. 
INJOCOM (previously lntenled as OE)-The post of CO has > The need for an information worthiness funalon within requireonaoins lnvestm.,t. 
betn disestablished. INFOCOM has been id811ilied, to assureCDF lhatsystns that 

comprisetheDefencelnl'ormation Envlronmer~tareRtfor 
Purpose, Safe to Operate,lll!li!lent end SUstainable. A 
proposal to shift the erisling Def81Ce Information Security 
under INFOCOM may form the basis for this in"""adon 
worthiness function, S<lbject to EICC.O decisions in June 2025. 

R_,...cndllllon 8: We recommend the Oliefof Dafenc:• Force 
. Stalt.noldws a&Jeed that •st-dtflip' is dCIIined as a > A CDF Dirediveaulh«islnsVCDf (as the NZDF IMPector . The ste_.dship role 1olill be p""unenlly 

direct the Vice Otief ofDtfenceForcebelivtn overall monltDrJfV end QSSutanar roleaaoss the system, aldn 1o the Gmcnl) 10 aocerdsertewardthip ofmilitaryoptraliom Indue! eel in "'dated VCDf roles and 

aocountabilityand responsibiity for the n ·to·enl stC!'MI'chNp of ri!IJ)OilSibilities VCDF has under their apJIC)intment as the lnformilion (ml ops Info) flow and fidelity by dlrectina responsibilities (Dfl/foii/PD), u part of the 
NZDf Inspector -6.,erallsee Note 1}. assurance rflliews and/or mnlinuous improvemmt inidativas subsequ8'1t NmF Portfolio Olani~tproject, 

the flow and fidtlitv of operadonal knol!ledp ofpalllicand . The steMidlllip role is broad• than the (fllislint) OCDF that strenathen ma ops info ftow thrCMrput the NmF and ""!'ected lobeinplaeebymd of202S. 
politKalinterestaaosstheNZDr.Theinformrion and tnowledse 

11Uli!QI1MNIM of tile flow and fidelity of information to/from v.lth partner aacnda. 
manas.,ent prin<iples setout in this report (pases 68-69) are 

Cls and Ministers_ VCOF role suldu alilJ'Im81t pan NZDF. > The! cor Directive will also set ecpectalions for manaaers to 
intended 1o aid the V<DF in ••cisina this stewml:ship role. provide511PP0rtlo the mil ops Info monilorin&and assurance 

I 
activities directed byVCDF. 

Released under the Official Information Act 1982



EKpert Review Group: Recommendations Implementation. 

R-.mendlllon 1: Wo recoiMUind tho Co111111and• JoiM Forces . The Joint lteadiness lxerdse (lit£)-c:anceled in Alleur.t 
New Zealand idenlify opportll'lilies to test inform Ilion 2024, wth lx«cis• KIWI OOMMAND 25 IICC2S) id.-.lilied as a 
ftlana&llll811tsystans and prildices and knov.fedp now, foaJSina Hi~lereplacanent to --maimlr..ninsof EIIG intent. 
on scenariosrequW!ns the transfer of GP•adonal knowecf&e that . Admov.fed•na indica1ions of risk to KC2S exet11tion,lhe 
is lilcely to be of public: and political int•est across miAtiple Steerina Comnlittee ¥eed to a condUiont·b:ased approadl to 

c:tmifications and locaUons. Aliffyina lhoint«<tofthlsllec. Thefolo-Mnalhreecondhions 
-•set as minimum: 
u Four monthsmonitorlncdellveryofS1meelc Flannlnc 

Groups (SPG) and record ketPinr; 
o Asswancerrom CDMJFNZthltappropriatescenarios • 

beinclllded in Op -7 Slr.lt Conunand Post Exercise (CPX) as 
~dard,and 

o Def8lce OU: Post·Op•aclon Analysis rftiew Includes 
fidelity of joint ad*• to Ministii'S. 

Additionally implied by the ERG: 

lmplsnent the lnformadon Manaaem8'1t Prowamme (IMP). • &IH!ness CHeapproW!d by Cablnerin CY2024. Thedrlvws ilr 
dlani"efwto EIIGctmt&erecommllldalions. 

• TrandleOneimplem•nalion is sdleduled for F'I202.S/26· 
20'1JI/l!J and • adcfrt!SS cvrtnt delldll1des in how NZDf 
manacesdata nastratellfcasset. . fad! tnmd'le is broken into ~ to .. aci111ise flecibiity and 
I!IISure a:h pflase isas informal as possible by the precodlna 
phao. 

The cpratlonal Prftparednus ontl ~If/ S,sfftm (OPRESI mjtKtM CDF 011 the foreantllld del Miry of Ourpw C'llm&'rl - 5. 

VCDF, In the t'lf'OdJ of NZDF lfl!lllemr Gcr11m1t is l'tllpCIM.blt Pr. 

(l)prcwiding owrvll portjoiJD lltotkl'llljl Jar thr OPRES S4Mion; 

(2) coorrllntzt}ng the pmentvrion ojo111D/(111moted Sell'ial OPRES mu!U to CDf rflrvugh lite O!llputs Comm~ 

(;IJ intlepvw/enttwdit of lillgle Service OPRES daiD; 

)> In pwiod Od 2024 Fawrv2025, seven SPGJ llOII'Ipleted 
nlatlna to Op~nllons SOLAR,TIEKE and ltESOWfDN-

> SPG lleoord ofDiKIIS!Iionfumsforall actMdesconftrmed 
com pi« eel. N ttW HQifZDF Qlllli1y Amnnce F«m Issued for 
all corr..,ondence transacted tlvoqh Ollic:eof CDF. 

)> HQJFNZ tiS) confirmalion that the requinmsll b 
appropriate scenarios In Op -1 Strat CPXs as standard Is btina 
directed in the Jeint Col eclive Trainkla Annec of the Joint 
Olin'*-' PIIWI. 

)> DefenceAsselsl'ltntTNn (MoD)conllrm aU post op•adon 
relliewsindllde assesnent of information qualltvand flow: 
(l}bet-Tac:a Stratlevels, (21bet- NZ& coalition 
pal1ners, and ())between Defenc:und Minister Is)-The latter, 
as advised by DEPSEC Strat'IY Manacsn«~t and Assossm8lt, 
foousenn WI ether acxwate and timelystralallcinformation 
-provided to Minister($}. 

) Refer to the lll}ormatfon M'c!nap!~M~~t Progrummtt - An 
OVerview document pro lAded by the NPT earn. 

(4)olltll1sis DjOI'RES ~'f!$~1/ts attd orbrr "'"""lit II!$)OI'ts ~»"""'"" theoblq D/the NZDFto tkiMtopprtfJI'/ate mlllmy II!Jpt'JM<! ._,r.IIM lll~ofg-nJMIItpt>/ky;antl 

(5) ~ ofNZDF outputprr:paredness perfatmoftot:, ittdudillg OI'IIES svmlltQI'ies, to gawriiiiWnt. 

. 

. 

Annex 8 to 
OLEP Closure Report 

dated 09 June 25 

KC2Sis prome to be a suitable & on-aolna 
series of Op -> S.,at CPXs that will cenerate 
IIIIPI'CIPI'Iate scenarios to satisfy this 
rta1111mencla1ion. 
The :N:ZS ICOS trial reconllrmed the need 
for sa and POlADparddpalion b 
oplinumlearnin& capability development, 
andasnrance. 
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Operations Lifecycle Enhancement Programme -Intervention Logic Map 
PROGRAMME MISSION VISION FOR THE FUTURE 

AnnexCto 
OLEP Closure Report 

dated 09 June 25 

To create, improve or codify the systems, clarity, and integration across NZDF and MOD (and where 
appropriate the wider sector) to lift the quality, timeliness, and accessibility of information required to 

enable high quality and transparent decisions and actions. 

Our vision is for the NZ Government, the national security sector, Defence leaders and the New Zealand 
public to have high levels of trust and confidence in the information provided to them. Defence will retain a 

strong social license to operate, because there is appropriate democratic oversight of the military, and 
transparency of military activities is both appropriate and trustworthy. 

PROBLEM 

1. 
Processes do 

not support fully 
informed 

decision making 

2. 
Policy/Military 

cohesion needs 

strengthening 

3. 
Unreliable 

information 
flows and 

management 

Organisational 
structure& 

cross-agencies 
collaboration 

Processes 
and tools 

Ongoing 
education 
&training 

Stewardship 
& assurance 

OUTPUT 

KTh!;M:;nf,iie;:-;5,5Ueiieirni;d;iii0:0SioiDei;;;(:ei:iif.~IExecut to implement mutual consultation on 'complex 
military operations', and the Defence Operations Ufecycle Framework has codified and mainstreamed this 
intent. 

• Establish Defence Operations Consultation Committee 
• Establish PO LAD programme and develop Memorandum of Arrangement to support deployment of POLADs 
• Appoint a senior MoD representative to the St rategic Risk Assessment Board 
• Appoint a dedicated Special Operations Command POC to enable direct engagement w ith the strategic 

military and policy teams 
• Develop NZSOF Operating Concept document (Te Maio HeiToa) 
• Prioritise OCDF core function, including t hose related to OCOf's operational and strategic responsibilities and 

external accountabilities for democratic oversight 
• Establish the NZDF Information Command under Chief of the Information Environment 

CDF Directive and MoO OEPSEC PP direction. 
Develop and implement an interim Information Management (1M) solution for strategic level artefacts (note 
full modernisation will be delivered as part of the IMP outside of OLEP) 
Public Affairs Strategy priorltises transparency 

Mainstream NZSOF education and development delivery 
Update NZSOF Officer career development model to incorporate specified secondment period for selected 
individuals 
Mainstream exposure to the broader policy context as part of a structured training and development 
programme for NZOF future leaders, including through secondments to other government agencies, OMOD 
and OCDF 
IM training in PDT for deployed operation 

and exercises to 

Formalise VCOF leadership/ stewardship of the flow and fidelity of operational knowledge of public and 
political interest acrossthe NZDFas the NZDF Inspector-General 
Mainstream In Operations monitoring process 
Develop scope and operating model, and mainstream post -deployment reviews to evaluate performance 
against measures of success 

OUTCOME BENEFIT 
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Assurance- Lead Measures 

AnnexO to 
OLEP Closure Report 

Dated 09 June 25 

1. Lead measures tell us how likely 'We are going to achieve our goals by observing the drivers required to succeed. These are arranged into four output 
categories, w1th assooated Key Performance Indicators (KPis) and measures 

Output KPI M easure 
Category 

Organisational Forums for cross-agencies Forums enabling ongoing cross-agencies collaboration are in place. 
structure & collaboration 
cross-agencies Capabilities Number of PO LADs ready for deployment. 
collaboration 

[%] OCDF positions filled to support operational and strategic governance responsibilities and democratic oversight. 

Processes & Access to and suitability Critical Incident Notification (CIN) system SOPs are up-to-date and accessible. 
tools of information flow 

system and supporting [%] Knowing how to access Operations Lifecycle Framework (OLF) Guidelines and Process document when needed. 
artefacts 

[%]Able to store information in the Strategic Commitments & Engagements DDMS site when needed. 

[%]Able to easily locate information from the Strategic Commitments & Engagements DDMS site when needed. 

Ongoing Education and training Number of NZDF Exercises incorporating scenario that triggers practicing of the functional integrated lifecycle, 
education & opportunities including information flow, at the operational to strategic level. 
training 

Number of NZOI= E)(ercises including POLADs. 

[%)New NZDF personnel and MoD staff involved in the application of the OLF are introduced to the framework as 
part of their lnd uction. 

Quality of education and Feedback from NZDF Exercises participants on the extent to which the exercises support good practice. 
training 

Feedback from PDT participants in Information Management training for deployed operations. 

Capabilities [%] Understanding of operations lifecycle requirements. 
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Stewardship & Assurance 
Assurance 

Transparency 

[%]Perceived importance of adhering to information management processes and protocols. 

[%] Adherence to processes and protocols. 

AnnexO to 
OLEP Closure Report 

Dated 09 June 25 

In Operations monitoring processes, post-deployment reviews and internal audits are undertaken to monitor 
process adherence and evaluate performance. 

[%)operations-related OIAs are responded to within prescribed timeframe, with full and complete information 
available to responders. 

A Suggested Reporting System for Assurance. 

s.9(2)(g)(i) 
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30 Jun 2025 D0-0746 

DOT-POINT BRIEF FOR DEPS and DCOMINFO 

RESPONSE TO INFORMATION MANAGEMENT ISSUES IN NZDF AS RAISED BY COS HQNZDF 

Purpose 

1. The purpose of this Dot Point Brief is to outline the issue regarding the perceived loss 
of emai l search functiona lity, as it impacts ability to respond, in a timely and accurate 
manner to OIA requests and other obligations under various legislative acts and, to 
outline recommendations for remediation . 

Executive Summary 

2. NZDF is upgrading email functional ity. Due to this, data searches on Restricted and 
Below (R&B) email now has heightened complexity, and t he searches are hindered by 
shifting systems and fragmented repositories . Despite data search processes 
becoming increasingly sophisticated, data retrieva l is still able to be completed. 

3. The complexity of multiple Email enclaves require changes in t he way in which data 
searches are enacted to ensure all the correct enclaves are being searched, particularly 
for recent data. 

4. The timeframes of data searches wi ll need to be extended at times due to deployed 
data instances, critica l system upgrades, migration activities, and the breadth of the 
search requirements. The delay is expected to be for short periods e.g. days not weeks. 

5. A resolution is not expected unti l the Information Management business case delivers 
the Enterpr ise Archive solution, and all users have been migrated to Exchange 
Online. 

NZDF Email Environments 

6. NZDF has .6{i)'Email environments, across all cl assifications, and one Emai l Archiving 
solution for Restricted and Below (R&B) emai l. There are~.scaJ:nclaves within NZDF, 
including: 

• R&B -A hybrid environment that is both On Premise (Exchange On-premise) 
and within Microsoft's cloud service (Exchange Online) . 

• 

• 
• 

7. The emai l archive solution, Quest Emai l Archive, stores emai ls archived from prior to 
2013 through to April 2024. · 1a 

Transformation of R&B Email and Email Archive 

1 



 

2 
 

8. The Enterprise Architecture direction created during CIS Transformation Programme 
(CTP) identified the following two key transformations:   

• The need for an all-encompassing NZDF Information Archiving solution.   

• Migration of Microsoft 365 and Microsoft Exchange Online.  

9. NZDF upgraded its email system from Exchange 2010 to 2016, then to Exchange 
Online. Quest Archive was incompatible with Exchange 2016, so emails are now stored 
under litigation hold. Litigation hold will continue in Exchange Online until a new 
archive solution is implemented. Business change impacts, especially for the Data 
Search team, were identified late, causing operational issues. 

10. 

Data Searching  

11. Most data searches are required across R&B enclaves.  Due to the changes and the 
transformation process that is underway, the Data Search team are having to search in 
multiple areas, while the transformations are completed, this includes:   

• Quest Email Archive for any emails prior to April 2024.  

• Exchange 2016 for any emails post April 2024 and for users who are not on 
Exchange Online.  

• Exchange Online for any users that have been migrated to Exchange Online. 

• 

12. The OIA report commissioned in March identified several areas that needed to be 
improved to complete the required data searches. A Service Improvement Plan (SIP) is 
in place.  

Recommendations:  

13. Complete the SIP for OIA searches – under action with Deputy Director Cyber Security 
and Product Manager End User Compute. 

14. Data Search processes updated to include searching of all enclaves – recommended 
this is owned by either Deputy Director Cyber Security or Ministerial Services. 

15. Confirm ownership of Data Searches for OIA – recommend this is owned between 
Director Integration & Cyber Operations and Ministerial Services. 

16. Completion of the Problem Management investigation and remediation activities for 
Deployed Emails – under action with Deputy Director Service Management, Product 
Manager Deployed and Product Manager End User Compute. 

17. Advance the Application Migration (DIXS to Modern Desktop) line of effort - under 
action with Service Portfolio Product Managers. 

18. Bring forward the delivery of the Enterprise Archive Solution – recommend this is 
owned by Chief Data Officer. 

s.6(a)

s.6(a)
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19. Investigate alternate options to simplify the searching process - recommend this is 
owned by Chief Data Officer. 

 

K LOUGHLIN 
Ms 
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EXCHANGE MAILBOX SEARCHING INQUIRIES 

BACKGROUND 

NZDF is modernizing the existing email infrastructure. Currently, the team is managing to 

migrate user mailbox from the on premise Exchange server 2016 to MS Exchange online 

email service. During the migration process, the internal teams are facing some issues which 

require to be clarified. 

NZDF requires assistance from to investigate the Exchange email searching 

issue on purged user mailboxes, Litigation hold configuration, existing email archive issue, 

and cyber security team permission issues. 

The list of the questions is provided by the EUC support, Cyber security and EUC 

management teams. will provide the solutions for each question and 

recommendations or provide workaround solutions to resolve the current issues. 

QUESTIONS (EUC MANAGEMENT) 

➢ Is the Litigation hold set up correctly

Based on the conversation with Senior Engineer Enterprise Applications, the user

offboarding script will enable the litigation hold and disconnect the user mailbox. If the

user offboarding script is configured correctly, the process should satisfy the business

requirements.

➢ Are the retention policies set up correctly?

As I don’t have visibility to the current retention policies, Senior Engineer Enterprise

Applications can provide the details of the retention policies. As far as I can tell, the

policies are in place for a long period without any issues. I assume the policies are

meeting the business requirements.

➢ Does the Server Data Search Engineer is using have enough grunt or

capacity or resources?

Data Search Engineer demonstrated the issue he is facing, and can

confirm that the server that Data Search Engineer was using has no issue with

resource, e.g. CPU, memory and disk capacity, etc. And Data Search Engineer is

using the same management server with Senior Engineer Enterprise Applications and

the rest of other team members. As a result, it’s not server related issue but user

account permission.

s.9(2)(j)

s.9(2)(j)

s.9(2)(j)
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File: 

Recommendation: 

recommend that we need to focus on the Data Search ....._ __ __, 
Engineer's access permission, especially on the exchange admin centre, eDiscovery 
permission settings. 

)- Does Data Search Engineer have the right level of access? 

For exchange search, Data Search Engineer's user account is configured slightly 
different with the EUC team members due to his role and responsibil it ies. 

For Archive manager, the account permissions are different between s.S(2)(a and EUC 
team. Especially, after the Archive manager was restored from the major incident 
middle of last year. And Data Search Engineer indicated that he had to raise incident 
with EUC team to restore his Archive manager access permission manually. In 
addition, the archive manager searching issue is affecting all the Cyber team not Data 
Search Engineer only. 

Overall, both issues are related to user account permission not the workstation level. 

Recommendation: 

Grant Data Search Engineer same privileged permission with EUC team on both 
Exchange admin centre and Archive manager, then test exchange and archive 
search. If the issues are cleared, progressively drop the Data Search Engineer's 
permission level and grant them the minimum required privilege to both exchange 
and archive manager. 

~ Why are people turning off litigation hold on emails? · 12RQJ{f) 

Recommendation: 

Enable litigation hold on all email accounts, 
Disable user AD account and disconnect user mailbox, DO NOT delete user AD 
account or mailbox for a time period depending on the organisation requirements, 
Run litigation hold check script to report on the litigation hold state on daily basis 
and raise alert when litigation hold is disabled, 
Organise an email distribution list and send the litigation hold report to all the 
relevant parties. 

)- Can we put in place alerts when Litigation hold is turned off? 

Yes, Senior Engineer Enterprise Applications or any EUC team member can develop 
a PowerShell script to check Litigation hold state on daily basis. and organise an 
email distribution list and send the litigation hold report to all the relevant team 
members. 

Last Modified: 13/03/25 Version0.2 
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➢ Is Cyber Security over searching – the OIA requests are very clear

Based on the demonstration the Data Search Engineer provided, the cyber security

exchange email searching is reasonable and acceptable. Besides, both email archive

and exchange searching reports are standard for security team.

QUESTIONS (CYBER SECURITY) 

❖ Exchange Server:

➢ Misuse of Litigation Hold as Archive / No Archive

Litigation Hold is primarily designed to preserve mailbox items for legal and 

compliance purposes by preventing the deletion of any emails. when a litigation hold 

is enabled on a mailbox; when any emails is deleted it will be stored in the 

recoverable items folder. The emails will both be visible in the outlook application on 

the user side, but the email will still be recoverable.  Litigation hold does not a full 

replace online archive. However, it can be temporary work around to ensure that the 

emails in mailbox are not lost. Email archiving solutions typically offer more 

comprehensive features, such as easier search and retrieval, better storage 

management, and compliance with various regulations 

In-Place Hold and Litigation Hold in Exchange Server | Microsoft Learn 

Recommendation: 

Due to the delays with the Information Management Business Case Archive 

solution, it is recommended NZDF investigate continuing to  utilise Quest for 

the Archiving solution for all environments. 

➢ Litigation Hold directly impacts ability to remove Data Spills

Depending on the data retention policy, the litigation hold is temporarily solution or

workaround for current archive issue. However, it should not be the long term email

archive solution.

Recommendation:

- Enable litigation hold on all user account until the email archive issue is fully

resolved,

- Log a service support request with Quest archive manager vendor to resolve the

current email archive issue,
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➢ Searches are missing records due to mailboxes being removed as part

of offboarding

Based on the information which provided by Cyber team, the disconnect user mailbox

data should be kept in archive system for at least 15 years (legal reason). Due to the

mailbox archive issue with current archive manager the archive service has failed

after the email migration project was kicked off.

Recommendation:

Under current circumstances, ideally the offboarding policy should be updated. E.g.

the offboarded user account should be disabled instead of deleted from both AD and

exchange server until the email archive issue is fully resolved.

• Staff offboarding PowerShell script should be modified to disable user AD

account and disconnect user mailbox instead of purging the user data,

• Disabled user account needs to move to “disabled user OU” and user group

membership is “users” only,

• Litigation hold should be enabled on all user mailbox,

• PowerShell script to report disconnect user mailbox litigation hold state on

daily basis,

• Enable litigation hold on the user mailbox which has been disabled.

➢ No present way  to restore removed / archived mailboxes if needed as

part of investigation, as there is limited space available,  especially at

scale and speed (restore all mailboxes for people that have left in past 12

months)

Archive issue is fully resolved, however ensuring there is enough space on the server

for the Data Search team is recommended.

➢ Demonstrated error in Running PowerShell script – likely cause being a

combination of difference in Server or Permissions

Based on the demonstration and the error message and user experience, it’s not a

local workstation policy related issue, but more user account permission problem.

After further investigation on the error message, the user must be added as a

member of the eDiscovery manager role group.

Recommendation:

• In Exchange Server, members of the Organization Management role group

can create an In-Place Hold to place all mailbox content on hold. However, to

create a query-based In-Place Hold, the user must be a member of the

Discovery Management role group or have the Mailbox Search role assigned,
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• PowerShell script to add user to the Discovery Management role group,

Example: “Add-RoleGroupMember -Identity "Discovery Management" -

Member <Identity>”,

• PowerShell script to add the members of the mail-enabled security group,

example: “Add-RoleGroupMember -Identity "Discovery Management" -

Member "Cyber Security",

Reference: Assign eDiscovery permissions in Exchange Server 

➢ When support is needed from Enterprise Applications Team due to

above issues sometime these TickIT’s are closed off without providing

support – leaving the Data Search Engineer in a place where they are

unable to action the request – impacting obligations.

It could be a communication issue between the 2 teams. suggest that both

teams can sit together and resolve the problem..

Recommendation:

• Agree Operational Level Agreements between the Ministry, the Data Search

team and the Enterprise Applications team

• Arrange a meeting (could be virtual as many teams are working across

Camps and Bases) with the assigned Enterprise Applications engineer,

• Explain the current exchange search issue,

• Cyber Security team follow the Privileged Access Process,

• Cyber team tests PowerShell script during the meeting.

➢ New errors encountered since some users migrated to Exchange Online

– likely due to changes in SID.

Example the Data Search Engineer is unable to search their email for any

emails received from someone who has been migrated to Exchange

Online.

Both Exchange Online and Exchange On Premise server are Microsoft products, 

however, they are different platform and different design concept. During the 

demonstration meeting, format of the primary SMTP in Exchange server 2016 is 

firstname.surname@nzdf.mil.nz, but the primary SMTP is changed to 

in exchange online, which caused the exchange mail 

searching issue. 

According to Quest archive manger website, Quest archive manager supports system 

below: 

• Supports Servers: Microsoft Exchange 2010 / 2013 / 2016 / 2019 and Office

365

• Access - Windows: Microsoft Outlook 2010 / 2013 / 2016 / 2019

s.9(2)(j)

s.6(a)
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• Archive Database (for metadata): Microsoft SQL Server 2008 R2 or newer /

Oracle 11g R2 and above

• Access - Mac: Microsoft Outlook 2011 for Mac

• On Premise Archive Storage: All current media (DAS, NAS, SAN, Jukebox,

Tape, EMC Centera, NetApp Filer, Hitachi HCP, DVD, CD-ROM, IBM Tivoli

Storage Manager, Kompliance, etc.)

• Access - Web: MS Outlook Web Access / Outlook Web App

• Cloud Archive Storage: Amazon S3, EMC Atmos, Rackspace, Windows

Azure, Google Drive

• Access - Mobile: Access via IMAP server

• 32- and 64 bit Server support

If the organisation are planning to migrate to Office 365 and are currently using 

Archive Manager to archive messages from your current environment, the largest 

factor to consider is how NZDF plan to handle archiving in the future. If NZDF is 

planning to continue using Archive Manager to archive messages, the software can 

be configured to connect to your Office 365 account. After the configuration steps are 

completed to connect the software to NZDF account and mailbox settings are 

updated, Archive Manager handles mailboxes in Office 365 the same as on-premise 

Exchange mailboxes. 

Reference: Connecting Archive Manager to Office 365 (4305654) 

Recommendation: 

• Enterprise application team should raise a request with Archive manager

vendor and explain the current situation,

• Archive manager vendor to provide any possibilities to transfer or merge the

current Onprem archive manager data to the future cloud version of archive

manager,

• Archive manager vendor provides an estimated cost and system requirements

to NZDF for further consideration,

• Enterprise application team provides the cloud version of archive manager to

exchange migration team for the design decisions,

❖ Exchange Online

➢ Misuse of Litigation Hold in Exchange Online as Archive / No Archive

Same comment with the On Premise exchange question,

➢ Litigation Hold directly impacts ability to remove Data Spills

Same comment with the Onprem exchange question,

➢ Assumption that same issue with On Premise Searches missing records

due to mailboxes being removed as part of offboarding will occur with

Exchange Online Mailboxes
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Same comment with the On Premise exchange question, 

❖ Archive Manager: [2018 – 2024]

➢ As demonstrated the search functionality does not consistently work,

where the Data Search team can see an email is in the archive but

searching for it with keywords or subject doesn’t return results.

➢ Also noting that additional testing with EA Engineers with same search

criteria netted a difference in the number of results that returned.

➢ The Data Search teamgut feel is when that Archive failed and had to be

rebuilt in 2024 everything was not restored as it was, the Data Searh

team know this as at that time their permissions didn’t work.

➢ The Data Search team believe either that they are missing permissions

that would provide them with the ability to see all results, or that there is

an issue with the search functionality that has not been fixed.

According to the demonstration and comments from Cyber team, the issue affects

every team member in Cyber team and the issue occurred after the Archive manager

server major incident happened last year. And user archive manager access

permissions were recovered manually after the incident.

Recommendation: 

• EUC engineer can provide Cyber team member same privilege with EUC

team,

• Cyber team test the archive email search,

• EUC engineer can reduce the Cyber team access permission if required,

❖ Exporting of Search Results:

➢ When results are exported, the Data Search team need to provide a way

for the requestor to view them without risking that the results get

reimported into exchange.

➢ Ideally a tool that can export search results in HTML or MIME format

For email search results, EUC engineer can investigate and develop PowerShell

script to export the search results in different format.
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• Change Management

➢ Poor Communications regarding change / change management. While

this isn’t a technical Issue time and time again, the Data Search team

encounters issues only to find out that changes have been made.

All they are asking for is a heads up as an affected party / stakeholder.

Normally, the Cyber team should get involved in every major change, even an FYI

change request. Ideally, Cyber team should have permission to access all the change

records. And Cyber team doesn’t have to be a change approver, but the change

requestor should seek technical advice from security perspective.

Recommendations:

• Cyber Security team attend the final day of PI Planning to understand what is

occurring in the next 90 days

• Cyber Security are change reviewers of changes,

QUESTIONS (EUC TEAM) 

➢ Search for content of existing mailbox the way it should be done (on-

prem),

The PowerShell script is working as expected and no issue found in the script.

Moreover, the outcome of the script provides required details of the existing

mailboxes.

Recommendation: keep the current PowerShell script and develop it only if new

business requirement comes through.

➢ Search for the delete account (mailbox) is the correct way to run after the

mailbox is delete after 30 days retention,

<{$Disconnected = Get-MailboxDatabase | ForEach { Get-

MailboxStatistics -Database $_.Name | Where-Object {

$_.DisconnectReason -ne $Null } }>

Normally, by default, the keep deleted mailboxes limit is set to 14 days, but it can be 

updated to maximum 30 days. In general, the user mailbox will be permanently 

purged from the email system after the mailbox is deleted after 30 days. In other 

words, no matter what searching tools or power shell script we utilize to search the 

mailbox, it will not return any result. 
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➢ Litigation hold is not changing anything is there any retention for the

litigation hold, (litigation hold policy),

Litigation hold feature will help to preserve all the mailbox content, including deleted

items, user archive mailbox and original version of modified items. With litigation hold

feature, the items are preserved for a specific period or until you remove the mailbox

from litigation hold. All mailbox items are returned in an In-Place eDiscovery in

Exchange Server search.

In Exchange configuration, Litigation Hold can be turned on for individual users or an

entire organization, and it can be set to automatically activate when certain conditions

are met. And the litigation hold will apply on the user mailbox, and it can be enabled

by using PowerShell script before the user AD account is disabled or deleted.

A mailbox becomes inactive when a Litigation Hold is placed on it and after this

mailbox is deleted. In Exchange Online, the litigation hold is relied on the O365

license. After the litigation hold is in place, the license can be removed, and mailbox

can be purged. However, the content of the deleted user mailbox can be searched by

using mailbox search PowerShell script.

In addition, PowerShell script can generate a disabled user mailbox report which

contains the litigation hold state. Without litigation hold and email backup, the user

mailbox is unrecoverable after 30 days of deletion period.

If you delete a user account that has a mailbox, the Exchange Information store will

eventually detect that the mailbox is no longer connected to a user account and mark

that mailbox for deletion, even if the mailbox is on hold. If you want to preserve the

mailbox, you have to do the following:

• Instead of deleting the user account, disable the user account.

• Change the properties of the mailbox to restrict the use and access to the

mailbox. For example, set send and receive quotas equal to 1, block who can

send messages to the mailbox, and restrict who can access the mailbox.

• Retain the mailbox until all data has been removed or until preserving the data is

no longer required.

Reference: In-Place Hold and Litigation Hold in Exchange Server 

To place all mailboxes on litigation hold, we can run the PowerShell command below: 

Get-Mailbox -ResultSize Unlimited -Filter "RecipientTypeDetails -eq 'UserMailbox'" | 

Set-Mailbox -LitigationHoldEnabled $true -LitigationHoldDuration 2555 

This command places all mailboxes on hold with a hold duration of 2555 days 

(approximately 7 years). 
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Risk: 

• Placing all mailboxes in an organization on hold can significantly impact mailbox

sizes. In an Exchange Server deployment, plan for adequate storage to meet your

organization's preservation requirements.

• Preserving mailbox data for a long duration will result in growth of the Recoverable

Items folder in a user's primary mailbox and archive mailbox. The Recoverable Items

folder has its own storage limit, so items in the folder don't count towards the mailbox

storage limit. In Exchange Server, the default storage limit for the Recoverable Items

folder is 30 GB. We recommend that you periodically monitor the size of this folder to

ensure it doesn't reach the limit.

Reference: Place all mailboxes on hold

Recommendation: 

• Enable the litigation hold on all the organization,

• Create PowerShell script to provide litigation hold state report on daily basis

and email to the related team for further investigation.

• In exchange online, enable litigation hold before remove the user O365

license (save the organization cost),

• Convert the disabled user mailbox to shared mailbox if required.

➢ The recovery process for disconnected user mailbox requires a new AD

account, search will not be able to complete until the AD account is

recovered.

The prerequisite of recovering a disabled user mailbox is to restore the users AD

account. Anyuser account can be restored from Active Directory recycle-bin (60

days). After 60 days period, the deleted user account can be created from AD

manually then link the user mailbox account via exchange management console.

Be aware that the manual created user AD account has different GUID with the

original one

Please refer to the link below for the recovery process details.

Restore a Deleted User Mailbox

Recommendation:

• Enable Active Directory recycle-bin,

• Email backup and restore application to satisfy the business requirements,

• Email recovery guide or documentation in Standard Operating Procedures
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➢ If there is a need to recover the user mailbox from database backup, the

process will be complicated,

Based on the comment from Senior Engineer Enterprise Applications, the current

backup solution will recover the mailbox database instead of individual user mailbox.

During the limitation of the restore process, the restored mailbox database needs to

be imported in separated exchange environment and recover the user mailbox from

there.

Recommendation: Considering the limitation of the current backup solution, the

organization will require a solution design for mailbox backup to replace the current

backup solution in order to satisfy the business requirements.

ADDITIONALLY 

The following questions were raised in MS technical forum website by and the 

answers were provided by Microsoft expert.  

➢ Is the litigation hold feature the right solution to replace email archive?

Litigation Hold is primarily designed to preserve mailbox items for legal and

compliance purposes by preventing the deletion of any emails. when a litigation hold

is enabled on a mailbox; when any emails is deleted in will be stored in the

recoverable items folder. The emails will both be visible in the outlook application to

the user side, but the email will still be recoverable. litigation hold does not a full

replace online archive. however, it can be temporary work around to ensure that the

emails in mailbox are not lost. Email archiving solutions typically offer more

comprehensive features, such as easier search and retrieval, better storage

management, and compliance with various regulations

In-Place Hold and Litigation Hold in Exchange Server | Microsoft Learn

➢ With litigation hold enabled, how to search the user emails after the user

mailbox is purged (after 30 days)?

When a mailbox is placed on Litigation Hold, all items, including deleted and modified

items, are preserved in the Recoverable Items folder. Even if the mailbox is purged,

you can use eDiscovery search Microsoft purview to search and retrieve these items.

The Content Search and eDiscovery features in the Microsoft 365 compliance centre

allow you to search for and export the preserved items in entire mailbox including

recoverable items folder.

Recoverable Items folder in Exchange Online | Microsoft Learn

In exchange server 2016, an item is considered to be soft deleted in the following

cases: 

s.9(2)(j)
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• A user deletes an item or empties all items from the Deleted Items folder.

• A user presses Shift+Delete to delete an item from any other mailbox folder.

Soft-deleted items are moved to the Deletions subfolder of the Recoverable Items 

folder. This provides an additional layer of protection so users can recover deleted 

items without requiring Help desk intervention. Users can use the Recover Deleted 

Items feature in Outlook or Outlook on the web to recover a deleted item. Users can 

also use this feature to permanently delete an item. For more information, see: 

• Recover deleted items in Outlook for Windows

• Recover deleted items or email messages in Outlook on the web

Items remain in the Deletions subfolder until the deleted item retention period is

reached. The default deleted item retention period for a mailbox database is 14 days.

You can modify this period for a mailbox database or for a specific mailbox. In

addition to a deleted item retention period, the Recoverable Items folder is also

subject to quotas. To learn more, see Recoverable Items mailbox quotas later in

this topic.

When the deleted item retention period expires, the item is completely removed from

Exchange Server.

The Don't permanently delete items until the database is backed up setting can affect

this behavior. If this setting is not enabled (default), only the deleted item retention

period is considered to remove items from the Deletions subfolder. If this setting is

enabled and the deleted item retention period is reached, items are not deleted until

after the mailbox database on which the mailbox is located has been backed up.

Recoverable Items folder in Exchange Server | Microsoft Learn

➢ Is the litigation hold still functional after the user mailbox is permanently

removed from exchange database (on-prem)?

If the mailbox is permanently removed from the on-premises Exchange database, the

Litigation Hold is preserved on the mailbox as both the exchange server and

exchange online have litigation hold feature

In-Place Hold and Litigation Hold in Exchange Server | Microsoft Learn

If you have an Exchange hybrid deployment, the following conditions are true when

you move (onboard) an on-premises Exchange Server mailbox to Exchange Online in

Microsoft 365 or Office 365:

• If the on-premises mailbox is on Litigation Hold or In-Place Hold, the hold

settings are preserved after the mailbox is moved to Exchange Online.

• If the on-premises mailbox is on Litigation Hold or In-Place Hold, any content

in the Recoverable Items folder is moved to the Exchange Online mailbox.
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Hold settings and content in the Recoverable Items folder are also preserved when 

you move (offboard) an Exchange Online mailbox to your on-premises Exchange 

Server organization. 
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